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PROFINET – The 
Open Industrial 
Ethernet Standard 
For Automation

PROFINET is the open 
Industrial Ethernet Standard for Automation 

of  PROFIBUS International.

PROFINET is the open 
Industrial Ethernet Standard for Automation 

of  PROFIBUS International.

PROFINET covers all requirements of the 
Automation Technology.  

PROFINET covers all requirements of the 
Automation Technology.  

What is PROFINET?

PROFINET ...
● Is Based on Industrial Ethernet
● Uses TCP/IP and IT Standards
● Is Automation in Real-Time
● Enables Seamless Integration 

of Fieldbusses
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PROFINET as Modular Technology

Motion
Control

Safety

Security

Verteilte 
Automation

Network 
Installation

Network 
Manage-

ment

Real-time 
Commu-
nication

WEB 
Integration

Decentral 
Periphery

Fieldbus
Integration

Process 
Auto-

mation

MES
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WG 1
Procedures, Qualit y Managem .
M anf red Patz

WG 2
PROFIBUS PA Certif icat ion
Dennis van Booma

WG 3
PROFIBUS DP Slave Cert ification
Arne Neumann

WG 4
PROFIBUS DP Master Certif icat ion
Karl  Weber

WG 5
PROFINET Certi fication
M anf red Popp

WG 6
PCC
M ax Felser

WG 7
PROFIsafe Cert ifi cat ion
M anf red Popp

WG 8
PROFIdrive Certif icat ion
K laus Götz

TC  1
Test and Cer tification

Manfred Pa tz

WG 1
Network Components
Manfred Flach

WG 2
Fiber Opt ics
Hermann Loske

WG 3
Data Link &  Application Layer
Thorsten Szczepanski

WG 4
Communicat ion Function B locks
Hans-Peter Ot to

WG 5
PROFINET Core
Norbert Bechstein

WG 6
El ect romechani cs
Andreas Huhmann

WG 7
Int ri nsic Safety
Gerhard Hamm er

WG 8
Network Management PROFINET
Andreas Köpke

WG 9
Integrat ion INTERBUS
Jürgen Jasperneite

WG10
PROFINET CBA
Georg Biehler

TC 2
Communication Profiles

Pete r N eum ann

WG 1
Robot and Num erical Controls

WG 2
Displ ay &  Panel Devices

WG 3
PA Devices

Christian Diedrich

WG 4
Encoder
S tef fen Bi elski

WG 5
Safety Profile

Herbert  Barthel

WG 6
PROF Idrive
Mi chael Franke

WG 7
Fluid Power/Hydraulics

M ario Thron

WG 8
Semi-Devices
Rudi Bünger

WG 9
Identifi cati on System s
Thom as Bangemann

WG 10
Weighing &  Dosage Devices
Thomas Bangemann

WG 11
Intelligent  Pum ps

WG 12
Low Vol tage Switch Gear
and E lect ric T ransducers
Karl Hiereth

WG 13
Rem ote I /O for Process Cont rol

Marti n Wollschlaeger

WG 14
PROFINET I /O Integration
Gerhard Schweigert

WG 15
Master P rof iles

Wolf-D.  Zabel

WG 16
PROFIpoint
Reinhard Schlagenhaufer

WG 17
Lab Devices

Christian Diedrich

WG 18
PROF INET Securit y
Franz Köbinger

WG 19
Train Applicat ions

Eri ch Renner

TC 3
Application Profiles

Wolfgang Stripf

WG 1
Device Descripti on Language
Ingo Weber

WG 2
GSD Specif icat ion
Andreas Macher

WG 3

WG 4
DCS Requi rements
Ludwig Winkel

WG 5
Web Integrati on
PROFINET
Joachim Feld
WG 6
XM L@PROFIBUS
Martin Woll schl aeger

WG7
MES and PROFINET
Wolfgang Gross

TC 4
Sys tem Integration
Achim  Laube nste in

WG 1
Factory Automat ion
Thomas Schott

WG 2
Process Automati on
Chri st ian Tepper

WG 3
S tandardizat ion S trategy
Peter Wenzel

WG 4
PROFINET
Joachim Lorenz

WG 5
PROFIdrive
Walter Möller-Nehring

WG 6
PROFIsafe
Rainer Kremp

WG 7
Research &  Education
K laus-Peter Willems

WG 8
PROFIBUS SEMI
Rudi Bünger

TC 5
Mark eting

Thom as Schott

Advisory Board

WGs that hav e taken 
PROFINE T tasks

Over 500 employees 
worldwide in 50 working 
groups: this innovative 
power ensures the 
technological future of 
PROFIBUS and PROFINET

Innovative Power
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PROFINET – The 
Open Industrial 
Ethernet Standard 
For Automation

PROFINET Real-time Communication 

Uniform communication for all customers need 
● scalable Real-time communication from high-

performance to isochronous
● IT Services and TCP/IP openness without any restrictions
● and everything on one cable

Factory 
Automation

Motion Control
Application

Standard 
Communication

IT Services, TCP/IP
<1ms10ms100ms

Real-Time: IRT
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Communication Channels at PROFINET

2 RT

1

2

1

1

2

Re
al

-ti
m

e

3RT IRT
Real-time

Real-time switch ASIC

3

2

1

Real-time channel IRT
! High-performance transfer
! Data in isochronous mode
! Jitter  <1µsec

Open TCP/IP channel
! Device parameterization
! Reading of diagnostics data
! Loading of interconnections
! Negotiation of the 

communication channel for 
user data

Real-time channel RT
! High-performance transfer
! Cyclic data
! Event-controlled signals

Ethernet

TCP/ UDP

PROFINET applications
IT appli-
cations
e.g.
! HTTP
! SNMP
! DHCP... Standard data Real-time data

IP
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PROFINET – The 
Open Industrial 
Ethernet Standard 
For Automation

Flexible integration of decentral field devices on PROFIBUS 
and Industrial Ethernet possible " Investment Protection

! Decentral Periphery:
only the bus interface 
changes

! Periphery boards can be
used universally

! Device Configuration
in well known way

! PLC-User program
in well known way

Decentral Periphery – How is PROFINET Implemented

GSD

PROFIBUS

PROFINET

PROFINET
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PROFINET

e.g. PLC
IO-Controller

# Configuration
# Production data
# Alarms

# Configuration
# Production data
# Alarms

# Diagnosis
# Up/Download
# Diagnosis
# Up/Download

# Diagnosis
# Status/Control
# Parameterization

# Diagnosis
# Status/Control
# Parameterization

Read and write 
IO data

Read and write 
IO data

Application program with
access to process signals

via PLC process image

Application program with
access to process signals

via PLC process image

Field Device
IO-Device

Commissioning,
Plant diagnosis

Commissioning,
Plant diagnosis

Programming 
Device/PC
PROFINET Supervisor

Device Designation and their Roles
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Distributed Automation – Plant View

Plant is structured in logical parts (components)
● standardized component description
● open communication between components

Horizontal integration along the production line

PROFINET CBA – The solution for distributed automation
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Configuring the 
communication. 
No programming.

● Drag & Drop
● Use of technological 

interfaces

Distributed Automation – Engineering

Spülen
Reset

Fre igabe

Start

Stop

Läuft

Fertig

Fre iga

b

Fehler

Füllen
Reset

Fre igabe

Start

Stop

Läuft

Fertig

Fre iga

b

Fehler

Vers chließen
Reset

Fre igabe

Start

Stop

Läuft

Fertig

Fre iga

b

Fehler

Verpac ken
Reset

Fre igabe

Start

Stop

Läuft

Fertig

Fre iga

b

Fehler

Füllen

Spülen

Vers chließen

Verpac ken

here: Example with  
Siemens SIMATIC iMapNetzwerk SichtNetzwerk Sicht

Et
he

rn
et

PROFIBU S

Festlegen der
Geräte-Adresse

Festlegen der
Geräte-Adresse

Versc hli eß en

Verpa ck en

Spü le n Fü lle n

Proxy
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PROFINET IO Communication

PROFINET

PROFINET IO-
Controller

PROFINET IO-
Controller

PROFINET IO-
Device

PROFINET IO-
Device

PROFIBUS

PROFIBUS 
Slaves

PROFIBUS 
Slaves

Intelligent  
PROFINET 

Device

Intelligent  
PROFINET 

Device

PROFINET IO Communication: Data exchange between 
IO-Device and IO-Controller over Ethernet

PN IO:

Combination of Applications 
– PROFINET IO –
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PROFINET – The 
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Ethernet Standard 
For Automation

Component 2

Component 3

Component 1

PROFIBUS

PROFIBUS 
Device

PROFIBUS 
Device

PROFINET 
Controller
PROFINET 
Controller

PROFINET 
Device

PROFINET 
Device

PN CBA:1. Component Generation
2. Component Interconnetion

PN CBA:

PROFINET CBA Communication

PROFINET 
Controller
PROFINET 
Controller

Combination of Applications 
– PROFINET CBA –
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PROFINET – The 
Open Industrial 
Ethernet Standard 
For Automation

PROFINET IO
● Same I/O view like 

PROFIBUS DP

● I/O signal assignment to the 
controller in the process 
image

● Configuration in the vendor 
specific tool with hardware 
configuration and 
programming languages

● Reusability on module level

$ I/O Connection

PROFINET CBA
● Superior plant view

● Definition of communication 
interfaces

● Configuration with a vendor 
independent tool on plant 
level

● Reusability on machine level

$ Machine/machine 
communication

Combination of Applications
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PROFINET – The 
Open Industrial 
Ethernet Standard 
For Automation

Integration of Fieldbus Systems

Integration of Fieldbus Systems into PROFINET
● Seamless Integration of fieldbuses like 

Interbus and PROFIBUS 
● Investment protection for device manufacturers and 

end users



© PROFIBUS
International

15

15

PROFINET Introduction 2004

Functional Scope

Communication

Decentral
Periphery

Distributed
Automation

Fieldbus Integration

Installation

IT-Integration

Security

Safety

Motion Control

MES

Certif ication

PROFINET – The 
Open Industrial 
Ethernet Standard 
For Automation

PROFINET

? InterbusPROFIBUS

Commitments to PROFINET
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PROFINET – The 
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For Automation

Network Installation

� Machine builder and 
plant operator:

● The user get rules for the  
installation of Ethernet 
networks. 

� Device manufacturer:

● The PROFINET device 
manufacturer gets clear 
instructions for the device 
development.

The PROFINET Installation GuidePROFINET Installation Guide
supplements the office oriented cabling standards 
by considering the specific conditions of industrial 
environment ISO/IEC 11801

Structured
Industrial Building

Network

Field-
Cabling

Production Area

PROFINET

FD

PMD

InO = Industrial Outlet
FD = Floor Distributor
PMD = PROFINET Machine Distributor  

InO InO
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IT Standards

Use of established IT Standards
● Network management (DHCP)
● Network diagnosis (SNMP)
● Remote access via WEB (HTTP)

Kom po ne nt e:  Sp ül en
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PROFINET – The 
Open Industrial 
Ethernet Standard 
For Automation

PROFINET Security Concept

Objectives of PROFINET Security
● Fault-free operation and protection of industrial systems and production 

process
● Protection of industrial communication (incl. remote access) against 

data espionage and manipulation
● Protection of industrial automation systems against unauthorized access 

(e.g.: PLC, HMI, IE/PROFIBUS links)
● Extended use of existing, open and field-tested  IT security standards

Protection for "automation cells"
● A �cell� consists of 1 up to n network nodes and corresponds to a 

protected network segment
● Access control at the �cell entrance� using security network components
● Protection of devices without their own security functionality within a cell
● Simultaneous protection of several devices
● Real-time communication unaffected within the cell
● Secure channel, therefore secure communication between cells
● Industrial Ethernet / PROFIBUS links are equivalent to network nodes, 

so that lower-level PROFIBUS networks are also protected.
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The Cell Concept of PROFINET Security

PROFINET
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PROFINET – The 
Open Industrial 
Ethernet Standard 
For Automation

Concept for PROFINET Safety

PROFINET

PROFINET
Safety Layer

PROFINET Safety: 
One Cable for Standard Applications and Safety
Applications
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PROFINET – The 
Open Industrial 
Ethernet Standard 
For Automation

Availability of PROFINET Safety

Milestones for PROFINET Safety:
● Adjustment with TÜV, BIA
● Draft Specification: Hanover Fair 2005
● Final Specification: 3.Q 2005
● First Pilot Applications are Planned for End of 2005

PROFINET Safety Phase 1

PROFINET Safety
on

%PLC with distributed I/O 
on PROFIBUS

Intelligent 
field device 

on PROFINET
PLC with distributed I/O 

on PROFINET

PROFIBUS DP

PROFINET
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PROFINET – The 
Open Industrial 
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For Automation

Motion Control with PROFINET

PLC 
MC

Drive

Controller based

HMI

PROFIdrive

HMI

PLC 
MC
Drive

Drive based

PLCopen

IEC 61131-3 

Advantages at a glance
● Highest Performance – concerning number of axes, amount of 

data and cycle times
● Contemporaneous open TCP/IP Communication for e.g.: 

innovative diagnosis and maintenance functions
● Suitable for all automation concepts
● Openness, interoperability und vendor independent
● Security, safety and Availability applicable
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MES and PROFINET

Manufacturing
Operations

System

Control
Level

ERP

MES

Control
#Factory Automation
#Process Automation

PROFINET devices support MESField Level

Enterprise Resource
Planning System

First Phase at PROFINET:

Definition of Interfaces for MES-relevant
Maintenance Information

Pr
od

uc
tio

n

Q
ua

lit
y

M
ai

nt
en

an
ce

St
or

in
g

M
ai

nt
en

an
ce
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PROFINET – The 
Open Industrial 
Ethernet Standard 
For Automation

� Certification follows the scheme 
approved with PROFIBUS 
through accredited Test Labs

� Certification is mandatory for 
rollout of PROFINET Products

� Uniform test scope  
and test process
Conformity with the specifications, 
correctness of the device model 
implementation, interoperability with 
other PROFINET stations

PROFINET CertifiedPROFINET Certified

PROFINET Certification

Certifica
tion is  mandatory for 

PROFINET
Certifica

tion is  mandatory for 

PROFINET


