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Source: PI USA Articel
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PROFIBUS/PROFINET - Communication Services
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Similar to PROFIBUS there are channels for time 

critical data 

RT = Real-Time 

IRT = Isochronous Real-Time 

and channels for less time critical data (Data records 

and alarms) with PROFINET. 

The configuration comprises the IO-Controller, IO-

Device and IO-Supervisor. Between these 

components communication channels will be installed 

as Application Relation (AR). Within the application 

relations separate Communication Relation (CR) are 

used for Data Transport. 

PROFIBUS PROFINET
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Application Profiles
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PROFIBUS PROFINET

Application Profiles an Common Application Profiles are based on 

Communication Layer Specifications.
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RS 485 USS - > PROFIBUS
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ETHERNET – INDUSTRIAL - PROFINET
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ETHERNET VS INDUSTRIAL ETHERNET

Key differences of 

Industrial Ethernet 

(ISO, IE)

Austin Scott
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PROFINET – PROFIBUS FACTORY 
INTEGRATION 8
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PROFIBUS

PROFINET
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ISO/OSI 7-layer model expand to 4 layers in Ethernet
9
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The ISO/OSI 7-layer communications network model with connections to 4 layers in Ethernet 

usage. The common requirement is that an application layer protocol is required, be it email 

(SMTP), web browser (HTTP), or PROFINET.
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ISO / OSI MODEL
10
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PROFIBUS PROFINET
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PROFIBUS - Data types, Programming 
Languages and Platforms 11
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Between master class 1 or IO controller and its slave or IO device the following types of data transfer are possible: • cyclic data transfer

(DP: MS0, see clause 3), • acyclic data transfer (DP: MS1), • configuration, parameterization and diagnosis (DP: MS0). Between master

class 2 and slaves only acyclic data transfer (DP: MS2, see clause 3) is possible. The valid set of data types is different for the different

transfer possibilities. The cyclic data transfer is configured using GSD/GSDML, which therefore only allows data types defined in

GSD/GSDML. The MS1 data transfer provides acyclic transmission of the application data (e.g. from a proxy function block) between a

master class 1 and slave application. This means the selection of data types primarily depends on the programming languages of the

master class 1 application (e.g. IEC 61131-3. The MS2 data transfer provides acyclic transmission of the application data (e.g.

commissioning or diagnosis tool) between a master class 2 and slave application. This means the selection of data types primarily

depends on the programming languages of the master class 2 and slave application. This is either a PC software environment (C++,

C#, Java) or an EDD driven application. The PC software offers free data type definitions, the EDD provides a subset of the IEC 61158

data types. Parameterization and diagnosis as provided through means of GSD/GSDML using a data type set defined in

GSD/GSDML. Additionally for this data transfer "Bit" and "Bit area" data types are available. The usable data type sets for EDDL are

defined in IEC 61804-3 and for GSD/GSDML the related PROFIBUS Guideline and for GSDML within the corresponding PROFINET

Specification. Figure is qualitatively illustrating the ranges of available data types within the different use cases.
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PROFINET
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PROFINET protocols 
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PROFIBUS and PROFINET

Installation Guideline for Cabling and Assembly – Part 1 14
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Minimum spacing for cables 

(according to EN 50174)
Minimum cable spacing 

according to IEC 61918

PROFIBUS PROFINET
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PROFIBUS and PROFINET

Installation Guideline for Cabling and Assembly – Part 2 15
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PROFIBUS

PROFINET
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PROFIBUS and PROFINET

Installation Guideline for Cabling and Assembly – Part 3 16
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PROFIBUS

PROFINET
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Steps of commissioning PROFIBUS/PROFINET
17
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Step 1: Visual inspection

Step 2: Acceptance measurements

Step 3: System configuration

Step 4: Verify the address setting of PROFIBUS/PROFINET stations.

Step 5: Commission Masters/Slaves and IO Controllers / IO Devices

Step 6: Test signal inputs

Step 7: Test signal outputs

Step 8: Create acceptance 

checklist

Steps 1 and 2 are part of the assembly acceptance and should 

already be completed. Steps 3 to 8 are now explained in more detail.

PROFIBUS PROFINET



Overview

USS RS485

ETHERNET

FACTORY

ISO/OSI

PROFIBUS

PROFINET

INSTALATION

COMMISIONING

DIAGNOSTICS

PROFILES

PROFISAFE

PROFIDRIVE

PROFIENERGY

VLAN

VPN

PROFINET CBA

IMPLEMENT

SIEMENS PLC

PRESENT

Annual Meeting PICC/PITC/PITL Genova, Italy June 2016

System configuration (step 3)
18
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Configuration of the PROFIBUS devices

generally involves using a software

configuration tool to describe your

PROFIBUS system. Because the

programming device and software varies

from manufacturer to manufacturer, we

cannot give detailed instructions on how this

stage is carried out. Before you start with

system configuration you should be familiar

with the operation of the programming

device and the associated software. Here

we list a few points that you should be

aware of.

PROFIBUS PROFINET

A configuration tool is required for the

configuration of PROFINET devices. The

system configuration will not be described in

more detail here because operation of the

configuration software varies from

manufacturer to manufacturer. Prior to

starting to configure the system, you should

familiarize yourself with the system

configuration software. Only a few basic

points to be observed will be explained here.
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GSD,GSDML - Device description files
19

Mariusz Jablonski / Practical comparison between PROFIBUS and PROFINET

PROFINET nodes are integrated into 

projects using device description files. This 

is a standardized type of file which 

describes the properties of the PROFINET 

nodes. The device description file for 

PROFINET is usually abbreviated “GSD 

file”. GSD stands for “General Station 

Description” while the extension ML 

indicates the use of XML). A GSD file for a 

device contains standardized information 

on its properties.

PROFIBUS PROFINET

PROFIBUS stations are integrated in a project 

via device description files. This involves a 

standardized file type in which PROFIBUS 

station characteristics are described. The 

device description file is generally abbreviated 

as "GSD file". GSD stands for "General 

Station Description". The GSD file for a device 

contains standardized information on the 

characteristics and options available for that 

device. GSD files often incorporate text which 

appears on the PC screen in the configuration

tool. 

“SIEM8027.GSD” – A GSD file for Siemens device with ID 8027

“WAGOB760.GSE” – An English language file, for WAGO device ID B760

“GSD–V2.2–Siemens–ET200S–20040720.xml”
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Address settings
20
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1. Each individual automation island receives an 

address range

Operator station: 192.168.1.xxx

PROFINET segment A: 192.168.2.xxx

PROFINET segment B: 192.168.3.xxx etc.

2. The individual device types of a PROFINET segment 

are assigned to different address ranges:

PN IO controller / “segment A”:192.168.2.1 to 192.168.2.19

Switches: 192.168.2.20 to 192.168.2.49

PN IO devices: 192.168.2.50 to 192.168.2.199

Diagnosis: 192.168.2.200 to 192.168.2.254

PROFIBUS PROFINET

Addressing - It is essential that the address of every 

PROFIBUS station is correctly set in the

configuration tool. We should ensure that the 

addresses used in the configuration tool agree with 

the planned addresses of the PROFIBUS stations. In

addition, you should check that the addresses set on 

the physical PROFIBUS stations matches with the 

addresses in the project plan.

Bus parameters - Bus parameters are used to set 

the details of the timing within a PROFIBUS cycle.
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Commissioning PROFIBUS/PROFINET stations (step 5)
21

Mariusz Jablonski / Practical comparison between PROFIBUS and PROFINET

PROFIBUS PROFINET

Addressing of a PROFINET IO DEVICE therefore in 

total includes:

- MAC address, which is pre-defined in the device 

and can usually not be modified.

- Device names which can be freely selected, but 

which should reflect the relevant plant part for 

convenience reasons.

- IP address, which can also be freely selected, but 

which follows a firm scheme and which should be 

selected, similar to the device name, according to the 

assigned plant.
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ADDRESS AND NAMES
22
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PROFIBUS PROFINET

A PROFINET IO device can only be addressed by

a PROFINET IO controller after having been

allocated a device name, usually for the acyclic

transfer of planning data (among others the IP

address) or when starting the PROFINET IO device.

Cyclical exchange of data is realized using the MAC

address, if the PROFINET IOController and the

PROFINET IO-Device are placed in the same

subnet.

For PROFINET, this procedure has been selected

because names are easier to handle than more

complex IP addresses. In their original delivery

status, PROFINET IO devices do not have a device

name, but only a MAC address. This address is

persistently stored in the device; it is globally unique

and can usually not be changed. Some

manufacturers have proprietary tools which allow for

a MAC address to be changed in case a device has

to be replaced. Many PROFINET devices have the

MAC address printed on the housing or on the rating

plate.

The address of a PROFIBUS station can be set in one 

of three ways:

• A local switch on the device (binary dip switch or 

rotary switch).

• Software setting of device address over the 

PROFIBUS network using a

configuration tool (called a Class-II master).

• Some devices may use special software and a serial 

link or hand-held tool to

set the device address (e.g. some masters, drives or 

HMI devices).
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Operation state
23
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PROFIBUS PROFINET

PROFIBUS telegrams can be corrupted by

pickup or reflections. PROFIBUS has many

mechanisms to ensure reliable

communications even in the presence of such

corruption. For example, any corrupted

request or response will cause the controlling

master to repeat the request.

PROFIBUS systems can operate for long

periods without visible error, even though a

number of telegrams are being corrupted.

Ideally, the commissioning engineer would like

to know the extent of telegram corruption

occurring on a network so that corrective

measures can be taken.

The device name must persistently stored in

the device. When a defective device is

replaced, you have to repeat the "device

baptism" with the new device. To avoid this

step, some manufacturers offer devices with a

removable medium. Here the device

parameters are stored on a replaceable

storage medium. In case a component fails,

the storage medium is inserted in the

replacement component, thus being

immediately operational.
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Testing the Signal Inputs (step 6) and 
Outputs (step 7) - PROFIBUS 24
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NetworkTime data type for "time stamping"
25
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PROFIBUS PROFINET
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Real Token Rotation Time tRR
26
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PROFIBUS PROFINET
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Network Load and diagnostics
27
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PROFIBUS PROFINET
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PROFINET RULES FOR 
COMMUNICATION 28
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Overview on PROFIBUS DP diagnosis structures 
29
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PROFIBUS
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Data flow for diagnosis, status, and alarms 

PROFIBUS 30
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PROFIBUS
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Diagnostics - PROFIBUS
31

Mariusz Jablonski / Practical comparison between PROFIBUS and PROFINET

Time stamping of alarms and events 

Diagnosis repeater to detect network problems 
PROFIBUS

PROFINET

Starting from the bottom layer, the following 

procedure should be used:

Check the cabling structure (line tester)

Measure the optical fiber

Check the WLAN signal strength

Start Read Record Diagnose at IO controller / 

live list

Connection test using ICMP telegrams

Check diagnostics telegram

Record the data traffic using an analyzer (e.g. 

Wireshark)
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Diagnostics - PROFIBUS
32
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Delayed diagnosis mode for time critical applications 

PROFIBUS
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Diagnostics levels in PROFINET IO
33
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Diagnostics records in PROFINET IO There are two different types of diagnostics record:

1. Channel diagnostics records Channel diagnostics records are generated if a channel is in an error state and / 

or has triggered an interrupt. A diagnostics record of length 0 is returned if there is no fault.

2. Vendor-specific diagnostics records

The structure and size of vendor-specific diagnostics records depend on the vendor's settings. For information 

about vendor-specific diagnostics records, refer to the appropriate device manual.
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EXPANDED DIAGNOSTICS FOR SWITCHES
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Sequence 

with a Wire 

Break
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Workflow of fieldbus integration 
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GSD Creation (1):

GSD or DD Import (2): 

Build expected configuration (3): 

Commissioning (4): 

Download PROFINET IO 

configuration (5): 

PROFINET IO Start-up (6): 

Fieldbus startup (7): 

Fieldbus events (8): 

Supervisor access and fieldbus 

discovery (9): 

Configuration changes (10): 

PROFIBUS PROFINET
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PROFINET DIAGNOSTICS
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Classification of the channel, the diagnostic 

statuses and the group information with 

regard to the diagnostic alarm

Classification of the channel, the diagnostic /

maintenance states and the group information with 

regard to the diagnostic alarm

PROFIBUS PROFINET
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IEC 61499 Distributed Automation
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Principle of centralized control acc. IEC 61131-3 (Proxy FB)

Work on IEC 61499 is not

performed yet and thus profile

working groups cannot draw on this

standard. Since PROFIBUS DP

with its DP-V2 version is offering a

field device peer-to-peer

communication and PROFINET

CBA a partial implementation of

IEC 61499, pressure will be exerted

on a common and standardized

view on distributed automation

within the next upcoming years.

PROFIBUS PROFINET
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Field device platforms implementing 
PROFIBUS profiles 43
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Multitasking and Task-Switch

Real-Time and Embedded-Systems-Concepts

PROFIBUS
PROFINET
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Host / Engineering Functions for 
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The following legend applies:

m = shall (mandatory)

o = may (optional), according to the specific application profile

blank = may (optional), can be used but not addressed in the specific

application profile

n.a. = not applicable
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Host / Engineering Functions for 
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The following legend applies:

m = shall (mandatory)

o = may (optional), according to the specific application profile

blank = may (optional), can be used but not addressed in the specific

application profile

n.a. = not applicable
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Host / Engineering Functions for 
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The following legend applies:

m = shall (mandatory)

o = may (optional), according to the specific application profile

blank = may (optional), can be used but not addressed in the specific

application profile

n.a. = not applicable
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The following legend applies:

m = shall (mandatory)

o = may (optional), according to the specific application profile

blank = may (optional), can be used but not addressed in the specific

application profile

n.a. = not applicable
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Amendment PROFIdrive on PROFIsafe
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PROFISAFE WITH PROFIDRIVE
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General Sequence of activation of STO 
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PROFIBUS AND PROFINET WITH PROFIDRIVE
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RT AND IRT COMMUNICATION
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MOTION CONTROL
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Function diagram of the basic controller for all operating modes
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Function diagram of the speed control mode, 
control and status word 56
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CONTROL AND STATUS WORDS
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Function diagram of the positioning mode, control 

and status word 58
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Parameter process data object (PPO)
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Profile Drive Technology Encoder Profile – Part 1
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Profile Drive Technology Encoder Profile – Part 2

PROFIBUS PROFINET
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Common Application Profile PROFIenergy
62

Mariusz Jablonski / Practical comparison between PROFIBUS and PROFINET



Overview

USS RS485

ETHERNET

FACTORY

ISO/OSI

PROFIBUS

PROFINET

INSTALATION

COMMISIONING

DIAGNOSTICS

PROFILES

PROFISAFE

PROFIDRIVE

PROFIENERGY

VLAN

VPN

PROFINET CBA

IMPLEMENT

SIEMENS PLC

PRESENT

Annual Meeting PICC/PITC/PITL Genova, Italy June 2016

PROFIENERGY
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Overview of PROFIenergy states 
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Device with PE Entity located in a Function Module 
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The controller communicates directly with the PROFIenergymodule. 

The PROFINET InterfaceModuleis not affected by this communication.
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Device with PE Entity located in the PROFINET Interface Module 
66
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The controller communicates to the PROFINET interface module,

which is a representative for the whole PN IO device.



Overview

USS RS485

ETHERNET

FACTORY

ISO/OSI

PROFIBUS

PROFINET

INSTALATION

COMMISIONING

DIAGNOSTICS

PROFILES

PROFISAFE

PROFIDRIVE

PROFIENERGY

VLAN

VPN

PROFINET CBA

IMPLEMENT

SIEMENS PLC

PRESENT

Annual Meeting PICC/PITC/PITL Genova, Italy June 2016

Possible VLAN 
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Measurement of VLAN signal strength
68
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Connections may be interrupted when using wireless LAN in mobile applications and

automation plants. Such problems are mainly caused by bad coverage of the access points.

Disconnections may occur e.g. in the vicinity of power lines or due to imperfectly aligned

antennae. The transmit power and transmit direction of the WLAN access point in practice

usually differs from the theoretical values. The signal may be attenuated by walls, metal

constructions or EMI. If WLAN is used outside of buildings, e.g. for point-to-point radio

systems, the signal strength may also be affected by the weather.
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Principle of a VPN 
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SAFETY COMMUNICATIONS?
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Maintenance state for CBA 
components 71
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Comparison the technology of PROFINET IO and PROFIBUS
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Comparison of PROFINET IO and PROFIBUS DP topology

Comparison of the transmission technology of PROFINET IO and PROFIBUS DP
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Addressing PROFIBUS
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The GSD file for PROFINET IO is imported as in PROFIBUS DP

GSD - Import of device data in STEP 7

Addressing I/O devices/DP slaves
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Representation in STEP 7/NCM PC
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Comparison of the representation of PROFINET IO and PROFIBUS DP in 

STEP 7 and NCM PC
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